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Processing Data for Marketing Purposes
 Targeted marketing requires a lot of information about the customer‟s
needs and habits.
 Companies gather this information from their customers but also from
other sources – for example by tracking customer‟s internet behaviour
or by purchasing additional data and information from list brokers.
 Collecting and processing personal data for marketing purposes must
comply with the data protection law.
 But is it really possible to comply with data protection principles in the
age of Big Data, Google and Customer Relationship Management
Systems (CRM)?

3

Ten things you need to know about your
customers
Who they are
What they do

Why, when and how they buy

How much money they have

https://www.nibusinessinfo.co.uk/content/ten-things-you-need-know-about-your-customers
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Obtaining information on your customers

https://www.nibusinessinfo.co.uk/content/obtaining-information-your-customers
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Data Protection Principles (CH)
 Personal data may only be processed for the purpose indicated at the
time of collection, that is evident from the circumstances, or that is
provided for by law.
 Its processing must be carried out in good faith and must be
proportionate.
 The collection of the data and in particular the purpose of its processing
must be evident to the data subject.
 When processing sensitive data or personality profiles the data
controller has to comply with higher duty of care! This applies in
particular to the transparency of the collection.
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Consent
 Anyone who processes personal data must not unlawfully breach the
privacy of the data subjects in doing so (Art. 12 FADP).
 A breach of privacy is unlawful unless it is justified by the consent of
the injured party, by an overriding private or public interest or by law
(Art. 13 FADP).

 If the consent of the data subject is required for the processing of
personal data, such consent is valid only if given voluntarily on the
provision of adequate information. Additionally, consent must be
given expressly in the case of processing of sensitive personal data or
personality profiles (Art. 4 par.5 FADP).3
 The data controller must not process personal data against the express
wish without justification.
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Personality Profile (Art. 3 para.2 letter d FADP)
 A personality profile is a collection of data that permits an assessment
of essential characteristics of the personality of a natural person.
 The collection of various information about a person for a longer period
of time is likely to be defined as a personality profile.
 The collection of names and addresses does not qualify as a
personality profile.
 Customer Relationship Management Systems are likely to be
considered as personality profiles the more personal data they contain
and the longer the period is for which the data is has been collected.
 The EU Directive has no similar definition.
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Examples: Hotels and Mobility-Apps

http://www.cr-online.de/blog/2015/03/24/hotels-und-car-sharing-zwei-beispiele-fuer-profiling-datenschutz-crm/
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Duty to provide Information (Art. 14 FADP)
 1 The controller of the data file is obliged to inform the data subject of the
collection of sensitive personal data or personality profiles; this duty to
provide information also applies where the data is collected from third parties.
 2 The data subject must be notified as a minimum of the following:
a. the controller of the data file;
b. the purpose of the processing;
c. the categories of data recipients if a disclosure of data is planned.

 3 If the data is not collected from the data subject, the data subject must be
informed at the latest when the data is stored or if the data is not stored, on its
first disclosure to a third party.
 The controller of the data file is liable to a fine (up to CHF 100‟000.00) if he
wilfully provides false or incomplete information (Art. 34 para. 1 letter a FADP).
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Preconditions
 The duty to provide information only applies, if the collected personal
data is to be integrated in a data file. A data file is a collection of
personal data that is structured in such a way that the data is
accessible by data subject (Art. 3 letter g FADP).
 The information obligation is applicable, if data is collected actively. If
the personal data is received without involvement or active actions of
the owner of the data file (or a third party on his behalf), the information
obligation does not apply – even if the personal data is integrated in a
data file.
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Gathering Information about Customer
 Even if the information is collected from the customer (for example by
filling out a form on the companies website) the customer must be
informed.
 The obligation to inform the customer also applies, if the data collected
has been made generally accessible by the customer.
 If the information is collected from a third party (list brokers, credit
agencies, affiliate companies, the internet), it‟ remains the data
controller‟s obligation to provide the information to the customer.
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How to provide Information
 The customer must be actively informed by the data controller about
 the controller of the data file (name and adress of the data controller)
 the purpose of the processing
 the category of data recipients if a disclosure of data is planned.

 These are the minimum requirements!
 There are no formal requirements for the provision of the information.
For reasons of proof it should be in writing (general terms and
conditions, data privacy policy) or in another documented format.
 Customers consent is not required – it is not necessary that he accepts
the GTC or the data privacy policy unless consent is required
otherwise.
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Purpose of Processing and Recipients
 Customer must be informed about all purposes of the
processing for which the data are intended.
 The information must include potential future purposes.
 The company must provide information about the categories of
data recipients – the information about the data recipient‟s
identity is not required by law.
 If the purpose of the processing or the data recipients change,
the information must be renewed!
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When to provide Information (I)
 In general the information must be provided when the collection of
personal data qualifies as a personality profile.
 Examples:
 If neither the already processed nor the newly collected customer‟s data are
personality profiles but the combined data set must be qualified as one.
 If the collected data does not qualify as personal data, but in combination
with the already processed personal data it enables the data owner to
evaluate certain aspects relating to the customer (Big Data, geographical
data).

 The customer must be informed before, while or directly after the
collection of his personal data. This duty also applies if a third party
collects the personal data on behalf of the data controller (Art. 10a DSG).
The data processor should be contractually obligated to provide the
information to the customer.

15

When to provide Information (II)
 If the personal data is collected from a third party, the information must
be provided at the latest when the data is stored or on its first
disclosure to a third party.
 If the company “buys” personal data from a list broker or a credit
agency (who is not a processor under Art. 10a DSG) the information
must be provided when the company stores the personal data.
 The customer must be informed again if for example the purpose of the
processing alters.
 According to Art. 34 FADP data controllers are liable to a fine if they
wilfully fail to inform the data subject in accordance with Article 14
paragraph 1 or 2.
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Exceptions (Art. 14 para. 4 and 5 FADP)
 The duty of the controller of the data file to provide information
ceases to apply if the data subject has already been informed
or, in cases under paragraph 3, if:
a. the storage or the disclosure of the data is expressly provided for by
law; or
b. the provision of information is not possible or possible only with
disproportionate inconvenience or expense.

 The controller of the data file may refuse, restrict or defer the
provision of information subject to the requirements of Article 9
paragraphs 1 and 4 (formal enactment, overriding interests of
third parties or own overriding interests) .
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Right to information (Art. 8 – 10 FADP)
 Any person may request information from the controller of a data
file as to whether data concerning them is being processed.
 The controller of a data file must notify the data subject:
 a. of all available data concerning the subject in the data file,
including the available information on the source of the data;
 b. the purpose of and if applicable the legal basis for the processing
as well as the categories of the personal data processed, the other
parties involved with the file and the data recipient.

 According to Art. 34 FADP data controllers are liable to a fine if
they breach their obligations under Articles 8 –10 and 14, in that
they wilfully provide false or incomplete information.
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European Union
 Profiling is generally viewed as a topic similar to “automated individual
decisions” as regulated in Article 15 of the 1995 EU Data Protection
Directive (Directive 95/46/EC), and it is unclear if and to what extent the
rules on “automated individual decisions” can be extended to profiling
(Niko Härting, http://www.cr-online.de/blog/2014/03/07/confusion-onprofiling-what-regulation-do-we-need/ ).
 “Member States shall grant the right to every person not to be subject
to a decision which produces legal effects concerning him or
significantly affects him and which is based solely on automated
processing of data intended to evaluate certain personal aspects
relating to him, such as his performance at work , creditworthiness,
reliability, conduct, etc”.
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EU General Data Protection Regulation
(Draft)
 “1. Every natural person shall have the right not to be subject to
a measure which produces legal effects concerning this natural
person or significantly affects this natural person, and which is
based solely on automated processing intended to evaluate
certain personal aspects relating to this natural person or to
analyse or predict in particular the natural person‟s
performance at work, economic situation, location, health,
personal preferences, reliability or behavior.”
(EU Comm draft of a General Data Protection Regulation, 25 January 2012, p. 54)
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Expanded Protection
 The scope of the protection shall be expanded. Individuals will not only
be protected against formal decisions but also against measures
producing legal effects or significantly affecting them. For instance, the
targeted marketing of specific medical products against cancer based
on the search made by an individual on the internet would fall under
this concept of „measure‟ (Viviane Reding, http://europa.eu/rapid/pressrelease_SPEECH-14-175_en.htm?locale=en).
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Conclusions
 Provision of information to data subjects on the collection of their personality
profiles in due time is crucial; breach of the obligation to provide information is
liable to a fine.
 Processes must be established to provide complete information in due time
upon request of the data subjects about their collected and processed personal
data / personality profiles.
 Listbrokers to guarantee:



that the personal data / personality profiles were collected in a lawful manner; and
that the data controller may use and process the personal data / personality profiles
for the intended purpose.

 Keep the upcoming legal developments on data protection in the EU and in
Switzerland on your radar.
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